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Introduction: 

With increasing number of online activities to our day to-day life, there has been a paradigm shift, and has 

also raised certain specific issues and problem related to the society, ethics, and laws. In the coming topics 

we shall be discussing about intellectual property rights, plagiarism, cyber-crime, cyber-laws and e-waste 

management. 

Digital footprint:  

Digital footprints are records or traces individuals’ activities as they use the internet. Digital footprints are 

permanently stored. Interaction on social media, visited websites, online shopping, Facebook activities etc 

all makeup your digital footprints. 

To manage digital footprints the following guidelines are suggested: 

1. Know your activities in social media platform. 

2. You should be smart and sensible enough to know about the website you are visiting. 

3. Keep your digital footprint clean. 

4. Control the visibility of your information. 

5. Allow the comment moderation. 

6. Think before you post. 

 
Net and communication etiquettes: It refers to the online manner while using internet. Following lines list 

the basic rules of netiquettes: 

1. Refrain from personal abuse. 

2. Never spam 

3. Write clearly and concisely  

4. Always post correct sentence with respectful language. 

5. In a discussion forum, stick to the topic only. 

6. Don’t post copyrighted materials. 
 

Email Etiquettes: 

The following lines enlist the important email etiquettes that everyone need to be aware and follow: 

1. Be concise and to the point. 

2. Use proper spelling, grammar, and punctuations. 

3. Use proper structure and layout. 

4. Do not write in capitals. 

5. Add an email disclaimer. 

6. Handle abbreviations and emoticons with proper care. 

7. Gender sensitivity. 

 



Ethical issues: Some common ethical issues are: 

1. Intellectual common property right 

2. Digital property right 

3. Plagiarism 
 

1. Intellectual property right: It is the rights of the owner of the information who decide, how much 

information to be exchanged, distributed, or shared. Also, it gives the owner a right to decide the 

price for doing so. 

 

The intellectual property right must be protected for: 

a. Encourage individuals and businesses to develop new software. 

b. Ensures the new ideas and technologies are widely used. 

c. Promotes investments in national economy. 

2. Digital property rights: It refers to any information about you or created by you that exist in digital 

form. Digital property includes data, Internet accounts, and other rights in the digital world, including 

contractual rights and intellectual property rights. Intellectual property rights also can exist in digital 

property, such as pictures, music, movies, literary works, Web pages, computer code, and other 

creative works. Example of digital property:  

 

a. Social media pages 

b. Business directory listings (like Google My Business or Yelp) 

c. Website host (the entity that hosts your website, like GoDaddy or Host Gator) 

d. Google Analytics 

e. Website domain (essentially your web address, like mycompany.com) 

 

3. Plagiarism: Plagiarism is presenting someone else's work or ideas as your own, with or without their 

consent, by incorporating it into your work without full acknowledgement. All published and 

unpublished material, whether in manuscript, printed or electronic form, is covered under this 

definition. 

Why is it so important not to plagiarize? 

Plagiarism is unethical for three reasons: Firstly, it is unethical because it is a form of theft. By taking 

the ideas and words of others and pretending they are your own, you are stealing someone else's 

intellectual property. Secondly, it is unethical because the plagiariser subsequently benefits from this 

theft. 

 

Open-Source Philosophy  

Open source is a term that originally referred to open-source software (OSS). Open-source software 

is code that is designed to be publicly accessible—anyone can see, modify, and distribute the code as 

they see fit. 

Examples of open source programs 

• Linux operating system. 

• Android by Google. 

• Open office. 

• Firefox browser. 

• VCL media player. 

• Moodle. 
 



Free software: 

Free software means software that respects users' freedom and community. Roughly, it means that the 

users have the freedom to run, copy, distribute, study, change and improve the software. Open-source 

license criteria focus on the availability of the source code and the ability to modify and share it, 

while free software and public domain focus on the user's freedom to use the program, to modify it, 

and to share it. 
FOSS:  

The Free and Open Source Software (FOSS) model provides interesting tools and processes with which 

women and men can create, exchange, share and exploit software and knowledge efficiently and effectively. 

Copyright and copyleft software: 

Copyright attaches automatically to original artistic works. Therefore, you don’t need to register the 

right. When an author or creator expresses the idea in material form, the work gains copyright 

protection. 

Copyleft, as the name suggests, heads in the opposite direction to copyright. Playing on the word 

‘copyright’, copyleft overrides copyright and promotes the concept that materials should be: 

a. freely used; 
b. copied and 
c. modified by others. 
 
Copyleft also requires that all versions of the material that users modify are freely accessible so that 

others can use and modify it.  

Copyright is the right that enable you to prevent unauthorized copying or selling of your work. 

Whereas Copyleft is a method using which you can modify the software or documentation and 

distribute it back to the open-source community. 

 

Cyber Crimes 

Any criminal offense that is facilitated by, or involves the use of, electronic communication or information 

systems including any electronic device, computer or the internet is referred to as Cyber Crimes. 

Hacking: It refers to gaining unauthorized access to a network or computer or digital Files, with an intention 

to steal or manipulate data.  

Spoofing: It is a fraudulent or malicious practice in which communication is sent from an unknown source 

disguised as a trusted source known to receiver.  

Phishing: Attempt to acquire sensitive information, like bank account information or an account password, 

By posing as a legitimate entity in an electronic communication.  

Example: an email that pretends to be from the IT help desk saying there’s a problem with email so reply 

with your username and password to keep your email account active. 

CYBER LAWS & IT ACT 2000: 

The objectives of the Act are as follows: 

1. Grant legal recognition to all transactions done via electronic exchange of data or other electronic means 

of communication or e-commerce, in place of the earlier paper-based method of communication. 

2. Give legal recognition to digital signatures for the authentication of any information or matters requiring 

legal authentication 

https://legalvision.com.au/can-i-assign-or-license-copyright/
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3. Facilitate the electronic filing of documents with Government agencies and also departments 

4. Facilitate the electronic storage of data 

5. Give legal sanction and facilitate the electronic transfer of funds between banks and financial institutions 

6. Grant legal recognition to bankers under the Evidence Act, 1891 and the Reserve Bank of India Act, 

1934, for keeping the books of accounts in electronic form.  

Features of the Information Technology Act, 2000 

1. All electronic contracts made through secure electronic channels are legally valid. 

2. Legal recognition for digital signatures. 

3. Security measures for electronic records and also digital signatures are in place 

4. A procedure for the appointment of adjudicating officers for holding inquiries under the Act is finalized 

5. Provision for establishing a Cyber Regulatory Appellant Tribunal under the Act. Further, this tribunal will 

handle all appeals made against the order of the Controller or Adjudicating Officer. 

6. An appeal against the order of the Cyber Appellant Tribunal is possible only in the High Court 

7. Digital Signatures will use an asymmetric cryptosystem and also a hash function 

8. Provision for the appointment of the Controller of Certifying Authorities (CCA) to license and regulate the 

working of Certifying Authorities. The Controller to act as a repository of all digital signatures. 

9. The Act applies to offences or contraventions committed outside India 

10. Senior police officers and other officers can enter any public place and search and arrest without 

warrant 

11. Provisions for the constitution of a Cyber Regulations Advisory Committee to advise the Central 

Government and Controller. 

Important provisions of IT Act, 2000 

• Legal recognition to electronic records- Section 4 of IT Act. 

• Legal recognition of digital signatures- Section 5 of IT Act, 2000 

• Section 6- Use of electronic records and digital signatures in Government and its agencies. 

• Section 7- Retention of electronic records 

1. Information should remain accessible for subsequent reference 

2. Retained in a format that ensures accuracy 

3. Details of dispatch and receipt are available. 

 Offences & Relevant Sections under IT Act 

• Tampering with Computer source documents Sec.65 

• Hacking with Computer systems, Data alteration Sec.66 



• Publishing obscene information Sec.67 

• Un-authorized access to protected system Sec.70  

• Breach of Confidentiality and Privacy Sec.72 

• Publishing false digital signature certificates Sec.7 
 


