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Data Protection 

Some common threats to Data are: 

Viruses 

Spyware 

Adware 

Spamming 

PC Intrusion 

Phishing 

 

Virus: Computer virus are malicious that cause change to data and files on a system. Virus can attack any 

part of the computer software.   

Two other similar programs also cause virus like effects. These are: 

1. WORMS 

A type of malware or malicious software that can replicate itself rapidly and spread across devices 

within a network. A worm consumes 

A. Bandwidth 

B. Overloading infected systems and making them unreliable or unavailable.  

C. It can also change and delete files or introduce other malware. 

 

2. Trojan Horse 

A Trojan horse or Trojan is a type of malware that is often disguised as legitimate software. 

Trojans can be employed by cyber-thieves and hackers trying to gain access to users' systems. 

Users are typically tricked by some form of social engineering into loading and executing Trojans on 

their systems. 

Damage caused by viruses: 

• Damage or delete files 

• Slow down the computer 

• Invade your email program 

Spyware 

Spyware is a software which is used to spy on your activities and report this data to people willing to pay for 

it. Typically, spyware find its way to installed on to the PC by piggybacking on to a file or gets downloaded 

from the internet when you visit a particular website. 

 



Damage caused by the Spyware 

1. It compromises your data, computing habits and identity. 

2. Alters the setting of PC 

3. Slows down your PC. 

 

Adware 

These are the programs that deliver unwanted ads to your computer. They consume your network 

bandwidth. Damage caused by Adware are: 

1. Adware tracks information just like spyware. 

2. Displays arrays of annoying advertising. 

3. Slows down your PC. 

 

Spamming: 

Sending of bulk emails by identified or unidentified sources. Damage caused by spamming are: 

1. Spam reduces productivity. 

2. Spam eats up your time. 

3. Spam can lead to worse thing. 

 

PC Intrusion 

PC attack can occur in any of the following form: 

1. Sweeper attack 

2. Denial of service 

3. Password Guessing 

 

Eavesdropping 

Unauthorized monitoring of other people communications. Eavesdropping activities do not affect normal 

operation of transmission and communication; thus, both the sender and recipient can hardly notice that 

the data has been stolen, intercepted or defaced. 

 

Phishing and Pharming 

Phishing is an attack in which a hacker attempts to redirect a website’s traffic to another fake website. 
Through pharming attack, the attacker points you to a malicious and illegitimate website by redirecting 

the legitimate URL. 

Cookies 

A small piece of data sent from a website and stored in the web browser of the user. These cookies help 

track user’s browsing sessions and load information faster, but create some security and privacy 

concerns as well. These are: 

1. Session Data 

2. Tracking Information 

3. Public Computers 

 

 



Data Protection Solution: 

The following two ways are there to get the Data Protection Solutions: 

1. Active Protection 

2. Preventive Measures 

 

Active Protection: 

Installing and properly using an antivirus software that includes internet security which includes protection 

against threats such as viruses, spyware and PC intrusion is vital for proper protection against the hackers, 

intruders, and other wrongdoers. 

Preventive Measures: 

Even though security programs may actively detect and eliminate any threat your PC encounters, you 

should always help to prevent these issues from ever arising. 

Tips for preventing computer viruses 

• Always have a backup 

• Never download programs from untrusted sites 

• Be cautious when opening email attachments.  

• Disable image previews in your email client.  

• Use an anti-malware solution.  

• Use a firewall.  

• Regularly update your OS.  

• Monitor all devices proactively. 

 

Solutions to Viruses, Adware and Spyware 

Protecting your system against viruses involves the following safeguards: 

Active Protection: 

1. Use Antivirus and Anti-Spyware software. If a virus somehow is found on a system on your network 

You should do the following: 

• Scan all your systems for evidence of the virus. 

• Disconnect any infected systems immediately from your network. 
• Restore the infected systems from a clean backup. 
• Notify your antivirus vendor so it can ensure its signature database is up to date. 

2. Download updates regularly. 

3. Run frequent full system scan. 

Preventive Measures: 

1. Use caution when downloading files on the internet. 

2. Be Careful with email. 

3. Disable Cookies, if possible. 

4. Keep your system up to date. 



 

Solution to spam, eavesdropping 

Active Protection: 

Use antispam software, The following two methods are : 

(i) Sender filtering – This method allows only messages from your approved sender list to reach your 

inbox – all other mail is quarantined for later review. Sender filtering is done based on digital 

certificate and digital signature. 

 

(ii) Keyword filtering: This method filters out email messages that contain certain keywords or 

phrases, which are defined by you or others. 

 

Preventive Measures: 

(i) Be careful whom you give your email. Before giving your address in an on-line platform, check if 

there is a website privacy policy. 

(ii) Use encrypted connection always especially if you have to provide sensitive information. 

(iii) Install personal firewall on computers connected to the internet. 

(iv) Always avoid conducting online transaction on public network. 

Solution to PC Intrusion: 

The combination of identification, authentication and authorization can control access to A system. This 

combination is very useful especially in network security. 

Active Protection: 

Authorization: Asking the user a legal login-id performs authorization. If the user can provide a legal 

login-id, he/she is considered an authorization user. 

Authentication: It is also termed as password-protection as the authorized user is asked to provide 

a valid password. 

 

Firewall: A system designed to prevent unauthorized access to or from a private network Is called 

Firewall. 

Preventive Measure: 

Use proper File access permission (read, write, update or delete) when sharing file on the internet. 

A. File permissions are given for three sets of users 

1. Owner 

2. Group 

3. Others 

 

B. Disconnect the computer from the internet when away. 

 

 

Solution to phishing and pharming attack: 

Phishing is obtaining individual’s personal or financial information fraudulently. 

 

Pharming refers to the redirection of an individual to an illegitimate website through technical means. 

Active Protection: 

1. Take the computer offline 

2. Backup all the files in hard drive 

3. List the information given to phishing scammers. 

4. Run antivirus software. 



Firewall – An important solution for computer security 

A firewall is a network security system, either hardware of software-based, that controls incoming and 

outgoing network traffic based on a set of rules. 

An internet firewall is a device or software that is designed to protect your computer from data and viruses 

that you do not want. A firewall is so called because of the real firewall used to secure buildings. A physical 

firewall is a set of doors that closes in a building so as to contain a fire to one area, preventing the entire 

building from being destroyed. 

Firewall can be implemented in two ways: 

1. Software firewall 

A special type of computer program which protects your computer from outside attempts to control or gain 

access and depending on your choice of software firewall it could also provide protection against the most 

common Trojan programs or e-mail worms. 

2. Hardware firewall 

It is another computer or dedicated piece of hardware equipment which serve as a firewall. Hardware 

firewall can be effective with little, or no configuration and they can protect every machine on a local 

network. 

Firewall keep out malevolent hackers and people who intended to do damage and take over other peoples’ 
servers.Firewall really serve no other purpose. Firewalls seek to limit the access to a serve or computer and 

let in only the people who need to be there.  

 

 

 

 

 

 

 


